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Hard to deploy
→RADIUS server costs high and difficult to install and maintain.

→Authentication / Accounting / Billing system

Hard to profit sharing
→Lots of business fail due to the profit sharing model and pre-paid card

system distribution.

Hard to setup network

Hard to secure wireless
→WEP key is not secure

→ Can not authenticate users

→ Share my data with everyone

→ Can not solve different TCP/IP setting

Wi-Fi HotSpot Challenge

?
?

?
?

?
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What is Easy Hotspot Kit

Solve all challenges listed
Featuring an access controller with robust full-featured router/gateway, high-speed wireless

access point, and an account generator printer, the Easy Hotspot Kit enables you to deploy

any public area which covers small or medium locations, such as Internet Cafés, hotel

lounge and even entire airport or conference center.

Until now, installing a wireless hotspot has been a costly and complicated undertaking. The 

Easy Hotspot Kit simplifies and integrates all the key features you need into a single, easy-

to-install package.

Single Kit and Easy to deploy

Wireless Subscriber

Gateway

Account Generator Printer

AG-300E
WG-602

WG-602P
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The WG -602 is a compact intelligent gateway

integrated with a 4-port port-based V-LAN

switch. It is designed as an Access Controller

for service providers/system integrator/hotspot

operator to deploy a Hotspot service with

backend-RADIUS-Server. With its standard

based RADIUS protocol, Hotspot operator can

integrate WG-602 with any kind of RADIUS

Server which is standard based.

The WG-602 is an ideal solution

for hotels, coffee shops, airports,

WG-602 Easy Hotspot Kit

conference facilities and other sites that commonly host business travelers, and offers

instant high-speed Internet connections. With its IP Plug „n Play technology, it accepts any

client configuration for log-on. There is no need for end-user to change any of their default

network, e-mail, or browser settings or load any special software to access Hotspot service.

Roaming Hotspot 

Solution
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WG-602P Easy Hotspot Kit
The AG-300E Account Generator is a portable thermal printer that is integrated with WG-

602 Wireless Subscriber Gateway to just press one button to generate one account and

print it out immediately without PC operating.

Worldwide Patent 

Wireless Subscriber Gateway

Account Generator

Printer

WG-602

AG-300E
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Rich Networking Functions

IP Plug and Play

Email Server Redirection

Transparent HTTP Proxy

Various WAN Connections

DHCP Server and DHCP relay

DNS Redirection

Dynamic DNS

NTP Client

Share LAN Resources

Power over Ethernet

Wireless

802.11b/g Wireless LAN

WPA Encryption 

64/128-bit WEP Encryption

User Accounting & Authentication

Web-based Authentication

Local Authentication

RADIUS Authentication

10 Billing Profile

Billing Mechanism

Printout Customization

Support 100 Simultaneous Users

Flexible Billing System

Pre-paid Billing

Post-paid Billing

Payment Gateway Integrations

Keypad Application
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Management

Web-based Management

Setting Wizard

Real-time Session List

LAN Device Management

SNMP Management 

Syslog

Status Report

Firmware Upgrade

Backup and Restore Configuration

Security and Firewall

Layer 2 Isolation

SSL Login Page

VPN Pass through

Pass Through IP/ MAC/ URL Address

Administration Access Control

Filtering

Marketing Cooperation

Customized Login Page

Login Page Redirection

Advertisement Link

Walled Garden
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Rich Networking Functions

IP Plug and Play

Email Server Redirection

Transparent HTTP Proxy

Various WAN Connections 

Dynamic DNS

NTP Client

Share LAN Resources

Power over Ethernet (Slave)
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”Zero Configuration” Internet Access

Easy-to-Use, Plug-and-Play Internet Access
Handlink‟s unique IP Plug&Play (iPnP) technology allows

subscribers to connect with ease for broadband access

without having to re-configure any of their device IP settings

including DHCP, DNS, Proxy and dynamic and static IP

address assignments.

Dynamic IPFixed Global IPFixed Private IPDHCP ClientHTTP Proxy

xDSL/Cable

Modem
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Outgoing Email Redirection
The WG-602 will redirect subscriber‟s original message of E-mail according to SMTP

rules and sent it out via the specified SMTP server. This function could help

subscribers to send E-mail via the local SMTP server when their default SMTP server

is out of work or don‟t allow connecting from Internet.

Original SMTP Server Setting:

mail.handlink.com.tw

Original SMTP Server Setting:

192.168.100.3

Pre-installed Email Server

210.66.77.88

• Relay function of this SMTP

Server must be enabled.

• Subscribers no need to

modify the SMTP setting for

their laptop.

All SMTP packet from

Subscribers will be re-directed

to specified SMTP Server

which pre-installed by service

provider.
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Transparent HTTP Proxy

Supports common proxies acting as a proxy server. This function could help

subscribers without changing proxy settings to eliminate support calls related to client

proxy settings. (only support HTTP proxy).

Proxy Server Enable Proxy Server Disable

HTTP

Even subscriber‟s browser has

proxy server setting, the WG-601

could work as proxy server to serve

this laptop.

Subscriber do not need to change

the proxy setting of his laptop.
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Various WAN Connections
The system provides alternative WAN connection such as PPPoE, PPTP, DHCP Client or 

Static IP for service provider to establish their service networking quickly and easily.

PPTP

PPPoE

DHCP Client

Static IP
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The DDNS service (Dynamic Domain Name Service), an IP Registry provides a public

central database where information such as email addresses, host names, IP addresses

etc. can be stored and retrieved. This solves the problems if your Gateway uses an IP

Dynamic DNS

Remote Access 

Workstation

xDSL/Cable

Modem

associated with dynamic IP addresses. When the ISP assigns the Wireless Subscriber

Gateway a new IP, the Wireless Subscriber Gateway must inform the DDNS server the

change of this IP so that the server can update its IP-to-DNS entry. Once the IP-to-DNS

table in the DDNS server is updated, the DNS name for your web server (i.e.,

xyz.dyndns.org) is still usable.

DDNS Service Provider

WAN port =Dynamic IP

Xyz.dyndns.org
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Dynamic DNS
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NTP (Network Time Protocol) Client
Network Time Protocol can be utilized to synchronize the

time on devices across a network. A NTP Time Server is

utilized to obtain the correct time from a time source and

adjust the local time.
xDSL Modem/

Cable Modem

NTP Server

NTP Client

Update Time
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Share LAN Resources
This feature allows to share the network resource like printer after subscriber 

successful login.
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Power over Ethernet

POE Injector

xDSL Modem/

Cable Modem

The feature facilitates large-scale wireless LAN deployment.

WG-602

Power and Data

Ethernet Cable

AG-300E
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User Accounting & Authentication

Web-based Authentication

RADIUS AAA Support

10 Billing Profile

Printout Customization 

User Account List
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Web-based Authentication
The “Login page” displays prompting the subscriber to

enter the username and password for the first time

Internet access. Subscribers without valid username

and password cannot access Internet.

WITH valid credential WITH valid credentialWITHOUT valid credential

Blocked

Login Page Login Page Login Page

ADSL Modem
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Local Authentication

Internet Access Request (Open Browser)

Send “Login Page” to subscriber

Enter username and password

Access Allow or Deny

Subscriber WG-602

Login Page

Internet Access
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RADIUS Authentication

Internet Access Request (Open Browser)

Send “Login Page” to subscriber

Enter username and password

Access Allow or Deny

Authentication Request

Authentication Reply

Subscriber WG-602 RADIUS Server

• Authentication and Accounting service

• Secondary RADIUS redundancy

Login Page

Secondary 
RADIUS Server

Internet Access

Accounting Request
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10 Billing Profiles
The administrator can define up to 10 billing profiles.
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Billing Mechanism

1. Clicking the button on the Account Generator Printer connected with WG-602‟s Printer port.

2. Clicking the 3 pre-defined buttons from the Web-based Account Operator.

You have two ways to operate the accounts:

Click
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Printout Customization
This function allows you to produce 

custom bill based on your 

requirements.
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User Account List
The device provides a simple interface for administrator to manage the user accounts. 

Support 100 Simultaneous Users
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Flexible Billing System

Pre-paid Billing 

Post-paid Billing

Payment Gateway Integrations

Keypad Application
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Pre-paid Billing (Time to Finish)

I want to go to 

Internet.

Please give me an account.

Here is your account, 

total amount is $12.

After 2 hours,

Internet access time out.

Pay the money to Hotspot

Operator.

Subscriber
Hotspot Operator

30min., 1 hours 

or 2 hours ?

2 hours.
Click on B button.

Key in username, 

Password and 

enjoy the internet 

access
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Pre-paid Billing (Time to Finish)

5:004:20 4:504:00 4:30 4:40

Account

Create

Subscriber
Hotspot

Operator

Account 

Print out

Usage = 60 Min.

Pay the money to
Hotspot Operator.

4:10

Subscriber

Login
Expire60 Min(s)
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Pre-paid Billing (Replenish)

0 Min 30 Min(s) 60 Min(s)10 Min(s) 20 Min(s) 40 Min(s) 50 Min(s)

Account

Create

Subscriber

Login
ExpireBuy 30 minutes

Subscriber
Hotspot

Operator

Account 

Print out

Pay the money to
Hotspot Operator.

Subscriber

R
e
q

u
e

s
t

Replenish

Hotspot Operator

A
c

c
o

u
n

t 

P
ri

n
t 

o
u

t

P
a

y
 th

e
 m

o
n

e
y
 to

H
o

ts
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p
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ra

to
r.

ExpireBuy 30 minutes
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Pre-paid Billing (Accumulation)

5:004:20 4:504:00 4:30 4:40

Account

Create

Subscriber

Login

Subscriber
Hotspot

Operator

Account 

Print out

Usage = 60 Min.

Pay the money to
Hotspot Operator.

Subscriber

Subscriber

Logout
20 Mins

Subscriber

Subscriber

Login

4:10

40 Min(s)
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Post-paid Billing

I want to go to 

Internet.

Please give me an account.

Here is your account.

Key in username, 

Password and 

enjoy the internet 

access

Please give me a bill.

Total amount is $12.

Pay the money to Hotspot

Operator.

Press Enter 

Account Print out.

Key in * code 

number [Enter].

Total amount 

receipt print out.

Subscriber
Hotspot Operator
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Payment Gateway Integrations
The system provides common Payment Gateways including “Authorize.net” and 

“Validate.net” are available.
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Authentication OK.

Credit Card Service

Subscriber
Credit Service Center

Select service and 

enter payment 

information.

Choose Credit service.

Create an account.

Key in username, 

Password and 

enjoy the internet 

access

I want to go to 

Internet.
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Keypad Application

1. Only for AG-300E Account Generator Printer. 

2. Supports 10 services/price plans.

(The system provides ten user definable hot keys 

through the use of the + Key plus the 1 through 0 

keys across the top of the keypad. )

3. Supports Post-paid billing.

4. Supports Daily/Monthly/System and Network 

Status Reports.
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Wireless

802.11b/g Wireless LAN

WPA Encryption 

64/128-bit WEP Encryption
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xDSL /

Cable Modem

Notebook with 11b

Wireless Card

Notebook with 

11g  Wireless Card

Notebook with

11g Wireless Card

802.11b/g Wireless

Notebook with

11b  Wireless Card

IEEE 802.11b: 11, 5.5, 2.1Mbps IEEE 802.11g: 54, 48, 36, 24, 18, 12, 9, 6Mbps

802.11b/g Wireless LAN
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WPA Encryption

xDSL /

Cable Modem 802.11b/g Wireless

WPA Encryption

WPA Encryption

WPA Encryption

WPA Encryption

Wi-Fi Protected Access.
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64/128-bit WEP Encryption

xDSL /

Cable Modem 802.11b/g Wireless

WEP Encryption

WEP Encryption

WEP Encryption

WEP Encryption

Wired Equivalent Privacy is based on the use of security keys and the popular

RC4 encryption algorithm. Wireless devices without a valid WEP key will be excluded

from network traffic.
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Security and Firewall

Layer 2 Isolation

SSL Login Page

VPN Pass through 

Administration Access Control

Pass through IP/MAC/URL Address

Filtering
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Layer 2 Isolation

ADSL Modem

This enables every wireless or wired subscriber to be not able to communicate with

each other even they are within same subnet. That is the best solution for Hotspot

security. Nobody allows his/her computer‟s data to be shared with anyone else.
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SSL Login Page
We use Secure HTML Login Page through SSL to protect username and password

while LAN users login. That enables security authentication within the network.

ADSL Modem

SSL Secure Login Page

Subscriber Login‟s 

Username/Password are 

encrypted, therefore even the 

packets are captured ,hackers still 

uneasily to know the 

username/password.

Username =????????

Password =?????????
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VPN Pass through

IPSec VPN Server

PPTP VPN Server

Mail FTP

Mail FTP

Secure Tunnel

IPSec VPN Client

PPTP VPN Client

VPN Passthrough provides the subscribers who want to run his VPN or secure tunneling 

client software to connect to his/her company‟s VPN server.

Company A

Company B
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Pass Through IP/ MAC/ URL Address

LAN Device

Destination

Subscriber
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Pass Through IP/ MAC/ URL Address

xDSL/Cable

Modem

www.handlink.com

Pass through Destination

www.handlink.com.tw

www.msn.com.tw

Web Browser

Pass Through Destination allows the subscribers to access specified Internet

websites without authentication, which is useful to promote selected services.
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Subscriber

Pass Through IP/ MAC/ URL Address

User Account

Authentication

VIP Guest

xDSL/

Cable Modem

No Authentication

Pass through Subscriber

Pass Through Subscriber is useful for VIP users without authentication. Pass

Through LAN device is also useful for devices that do not have a web browser

(cash registers, for example) or that are connected with LAN port (wireless access

points, for example).

Wireless Access Point

Pass through Device
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Administration Access Control
The WG-602 integrates a secure administration access control list that checks the

source (IP address) of administrator logins. A login is permitted only if a match is made

with the list contained on the WG-602. If a match is not made, the login is denied, even

if a correct login name and password are supplied.

Specified IP Address

For Administration

IP Address without in the list
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Filtering

Filtering allows the

system administrator to

have a list of restricted

destinations, which is

useful to block specified

Internet websites or

Intranet areas.
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Management

Setting Wizard

LAN Device Management

Real-time Session List 

Syslog

SNMP Management

Status Report
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Change administrator password.

Define your Service Content.

Setup your Wireless.

Setting Wizard

Start your service in 5 minutes.

Open your browser and type gateway-IP-address.

Build up Internet Connection.



Vaš partner v Sloveniji: Bona Dea d.o.o., Šmartinska cesta 130, 1000 Ljubljana T.01.549-1915 www.laninwan.com

LAN Device  Management
The administrator can directly remote control the devices under the LAN via WG-602

and check the status (OK/Fail) of the LAN devices.

Administrator

http://210.66.37.22:60006

Global IP 

http://210.66.37.22

xDSL /

Cable Modem
Wireless 

Subscriber Gateway
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Real-time Session List

Administrator

Global IP 210.66.37.22 Network Management PC

The remote site administrator could monitor the real time usage status WG-602 via 

Session list page.

Ethernet 
Switch
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Syslog
WG-602 provide 5 categories of logs which will send to specified Syslog server. 

Network manager can know the network status according to the following logs.

1. System Category

System information

System Boot Notice

System Manager Activity information

3. Proprietary Accounting 

Account Created

Account Activated

Subscriber Trace

5. LAN Devices Management

LAN Devices Information

LAN Devices Alarm

Syslog Server

ADSL /

Cable Modem

4. Billing 

Billing Log

2. Subscriber

Wireless Association Information

Logged-in Users
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SNMP Management

The WG-602 supports SNMP (Simple Network Management Protocol). Each unit acts

as an SNMP agent so that the network connecting status and configuration

information may be accessed remotely through the SNMP manager, which enables

centralized traffic and fault monitoring.

MIB Browser
SNMP Agent

SNMP Port 161

1. Get

2. Get Next

3. Get Bulk

4. Set

MIB-II Standard Support
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System Status

System Status (Web Management)

Status Report (Account Generator Printer)

The function displays current system basic information including the service

connection message, host name, LAN, WAN, DHCP Configuration, DNS, E-mail

Redirection, SSL Certificate, network traffic Information and the system firmware

version number.

You can use account generator printer to print the user accounts information and

system status.

Internet Explorer Netscape
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System Status

One click to show your device status.
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Status Report
Press combination hot key on the AG-300E or keypad will printout the status report 

immediately

A B C
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A B C A AUse AG-300E

Use Keypad

Month Date

A B C B BA B C C CA B C A B
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System Status
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Firmware Upgrade

The system allow administrator to upgrade the firmware via HTTP or TFTP.

The scheduled firmware upgrade is a program that enables an automatic upgrade to the 

latest firmware version through the TFTP server.

TFTP Server

HTTP

xDSL/Cable

Modem

Web Browser
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Backup and Restore
The system allow administrator to save, restore or reset configuration parameters of

Wireless Subscriber Gateway.

Backup

Restore
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Marketing Cooperation

Customized Login Page

Login Page Redirection

Advertisement Link

Walled Garden
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Customized Login Page
The WG-602 provides the standard login page for subscribers to input username and password.

However, some service providers like hotels, coffee shops and airports may want to show their

customized page or redirect their hosted page for promotion or corporate image, therefore WG-602

allows service provider or venue owner to specify or modify the login page.

Standard Login Page

Frame Login Page

TOP Frame

Bottom Frame
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Login Page Redirection

Login Page

Web Server

Login Page

This allow service provider to redirect the subscriber‟s browser to a specified home page.
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Advertisement Link
The system allow service provider to input 10 URL links for advertisement link purpose.

The 10 URL Links will pop-up at first time or every specified time “randomly” or “from 1

to 10”.

www.yahoo.com

www.msn.com

www.microsoft.com
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Walled Garden
We prepare ten URL links that allows subscriber to access the specific Web pages

even they didn‟t have a username or password. It‟s free trying and can use for

advertisement.

Handlink

www.handlink.com

MSN

www.msn.com

Microsoft

www.microsoft.com
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Tracing Sessions
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Session Trace
Session log file example:

1. File Name included SystemName and Date/Time.(DDMMYYHHMMSS)

For example: hotspotA070404153212.txt 

2. File format is txt

3. Content : system name, username, date/time, source IP/MAC/Port, Destination IP/Port.

Txt file example:

System Name Username Date/Time    Source IP Source MAC Source Port Destination IP Destination Port

HotspotA Wer12349 21Apr04135501 10.59.1.1 00900e00123c 3124 210.66.37.245 80

HotspotA asdgrt124 20Apr04112222 10.59.1.2 00900e001212 2341 111.21.2.2 80

HotspotA qwe12342 20Apr04111933 10.59.1.2 00900e001212 2341 111.21.2.2 80

HotspotA 12aszxcv3 20Apr04111525 10.59.1.2 00900e001212 2341 111.21.2.2 80

HotspotA 1wert5678 20Apr04105945 10.59.1.2 00900e001212 2341 111.21.2.2 80

4. Every session log will save in a temporary RAM, once the collected 50 logs or the interval time specified in web page reach, system 

will send the log file which included collected log to specified TFTP server. Then the previous save log will be cleared.

5. In case Authentication =Disable,  Username information will be blanked. 
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Q & A


